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Abstract
Control-flow attacks have drawn increasing attention in microar-
chitectural security research due to their ability to expose sensi-
tive data by revealing or manipulating program control-flow. Prior
work has primarily focused on x86 architectures, with relatively
few studies exploring such attacks on ARM-based Apple silicon
processors. Meanwhile, existing microarchitectural side-channels
that leak control-flow information on Apple silicon either rely on
microarchitectural components beyond the branch predictor or lack
a detailed understanding of branch predictor designs, which limits
their generality and scalability.

In this paper, we present iEnFlow, the first endogenous and fine-
grained control-flow attacks on Apple silicon that directly exploit
control-flow information originating from the branch predictor
itself. We target the conditional branch predictor (CBP) and reverse-
engineer its internal design, including branch history length, hash-
ing function, and predictor-table indexing scheme. Based on these
reverse-engineering results, we develop primitives to read and write
branch history and predictor-table entries, enabling unprivileged
leakage and manipulation of the CBP on macOS. Using these primi-
tives, we implement two attacks to demonstrate the effectiveness of
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iEnFlow. First, we perform a KASLR break attack, successfully leak-
ing kernel addresses and bypassing mitigations deployed on macOS.
Second, we demonstrate an out-of-place Spectre-PHT attack on
Apple silicon. Our results show that control-flow leakage and spec-
ulative exploitation can originate purely from the branch prediction
unit itself, rather than from side-effects in other microarchitectural
components.
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• Security and privacy → Side-channel analysis and counter-
measures.
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1 Introduction
Over the past decade, a growing number of microarchitectural
attacks have been reported. These attacks exploit various processor
components, including caches [33, 56, 58, 62], branch prediction
units (BPU) [11, 25, 59, 63], translation lookaside buffers (TLB) [13,
19, 44], and other microarchitectural buffers used for performance
optimizations [6, 22, 23, 29, 48], to construct side-channels that
leak sensitive information across privilege boundaries. As a result,

https://orcid.org/0009-0003-7944-1211
https://orcid.org/0000-0001-9408-5030
https://orcid.org/0009-0003-3299-8426
https://orcid.org/0000-0002-1786-5372
https://orcid.org/0009-0009-4934-6137
https://orcid.org/0000-0003-2333-3580
https://orcid.org/0009-0005-6495-2275
https://orcid.org/0000-0001-5779-9026
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://doi.org/10.1145/3830454.3832569
https://doi.org/10.1145/3830454.3832569


CCS ’26, November 15–19, 2026, The Hague, Netherlands Kaiyuan Rong et al.

attackers can extract cryptographic secret keys [6, 13, 33, 58, 63],
bypass address space layout randomization (ASLR) [11, 19, 23],
launch browser-based attacks [22–24], and so forth.

In recent years, microarchitectural attacks on Apple silicon have
received increasing attention [3, 5, 6, 15–17, 19, 22–24, 28, 34, 42,
43, 47, 48, 56, 62]. Prior work has investigated a wide range of mi-
croarchitectural components in Apple silicon, including the data
memory-dependent prefetcher (DMP) [6, 48], cache hierarchies [15,
42, 56, 62], the memory disambiguation unit (MDU) [28], and load
address and value prediction mechanisms (LAP and LVP) [22, 23].
Based on reverse-engineering these components, various microar-
chitectural attacks have been conducted to successfully recover
cryptographic keys [6, 15, 62], leak sensitive data from victim web-
pages in web browsers [22–24], and perform website fingerprint-
ing [28, 56].

However, many existing attacks on Apple silicon focus on data-
flow leakage [6, 15, 28, 48, 56], largely because most components
that have been reverse engineered are located in thememory subsys-
tem. In contrast, control-flow attacks remain underexplored. Exist-
ing control-flow attacks either (1) exploit microarchitectural compo-
nents other than branch prediction units to indirectly leak control-
flow information [28] or to perform control-flow hijacking via alter-
native speculative execution mechanisms [22, 23], or else (2) lack
a detailed understanding of branch predictor designs [16, 17, 47],
which prevents more fine-grained attacks. As a result, the scalability
and generality of these attacks remain limited.

In this paper, we present iEnFlow, the first endogenous and
fine-grained control-flow attacks on Apple silicon that exploit the
conditional branch predictor (CBP). Here, endogenous means that
the control-flow information exploited by our attacks originates
from the branch predictor itself, rather than being indirectly in-
ferred from other microarchitectural components (e.g., MDU [28],
LAP [23], LVP [22]) relied upon by prior Apple silicon control-flow
attacks. The fine-grained capability of iEnFlow stems from detailed
knowledge of the CBP design. While attacks that exploit branch
history information in predictors such as the CBP have been ex-
tensively studied on other architectures [2, 27, 52, 59, 60], they
remain largely unexplored on Apple silicon. To enable iEnFlow, we
reverse-engineer the CBP designs of both performance (P) cores
and efficiency (E) cores on Apple M1–M4 processors. Building on
prior work [60], we design and implement experimental methods
specifically tailored for Apple silicon, and construct a diverse set of
test cases. In particular, we observe that the branch history buffer
(BHB) design of the E-cores differs from that of the P-cores and
Intel architectures [60], posing a challenge for further investigation
of the CBP. To address this challenge, we develop a novel testing
technique that generalizes to reverse-engineering CBP designs on
Apple silicon. Using our proposed methods, we recover key mi-
croarchitectural details, including the branch history length, the
hash function, the pattern history table (PHT) mapping, and its
associativity. These reverse-engineered results form the foundation
of iEnFlow.

Based on our reverse-engineering results, we construct four
unprivileged attack primitives that enable fine-grained observation
and manipulation of the CBP’s internal state. Since Apple silicon
and macOS do not provide a high-precision unprivileged timing
primitive by default [17], we adopt a counting thread [17, 34] as

our timing measurement mechanism. Through experiments, we
further demonstrate that the counting-thread timer can reliably
distinguish the prediction outcomes of conditional branches, which
serves as a key building block for the two read primitives.

Leveraging these attack primitives, iEnFlow enables two attacks
that leak sensitive information across privilege boundaries. First,
we demonstrate a practical Kernel Address Space Layout Random-
ization (KASLR) break on macOS. We propose a two-step approach
that progressively eliminates invalid KASLR candidates. In the first
step, we perform differential analysis on branch history by identi-
fying and comparing two similar control-flow paths in the kernel,
which allows us to rule out incorrect kernel base address candidates.
In the second step, we construct precise PHT mappings to induce
collisions with a target kernel branch, leveraging the recovered
mapping function to infer the kernel branch address. By combin-
ing the results of these two steps, we successfully break KASLR
on the latest version of macOS running on Apple M1–M4 proces-
sors, achieving over 95% accuracy while bypassing the existing
macOS defense [18] against SysBumps [19], the only previously
demonstrated KASLR-breaking attack on macOS.

Second, we demonstrate an out-of-place Spectre-PHT attack,
in which PHT entries trained from user space influence branch
prediction in the kernel. We construct a user-space conditional
branchwhose program counter (PC) and branch history collide with
those of a target kernel branch in the PHT, causing both branches
to map to the same PHT entry. We further employ Evict+Reload [14,
17] as a covert channel to leak sensitive data from kernel space.
Our experimental results confirm the feasibility of cross-address-
space PHT mistraining on both core types across all tested Apple
M1–M4 processors. This provides further evidence that the PHT
state is shared between user and kernel execution on the same core.
In contrast to prior Spectre-PHT attacks on Apple silicon [17, 19,
24, 34], which rely on in-place training, our out-of-place Spectre-
PHT attack relaxes the in-place training constraint, substantially
expanding the set of potentially exploitable gadgets.

In summary, we make the following contributions in this paper:
• We design and implement experimental methodologies tai-
lored for Apple silicon and reverse-engineer the CBP designs
of both the P-cores and E-cores on Apple M1–M4 processors
(cf. Section 3).

• We construct four unprivileged attack primitives that en-
able fine-grained observation and manipulation of the CBP’s
internal state entirely from user mode (cf. Section 4).

• We propose a two-step methodology, breaking KASLR on the
latest version ofmacOS running onAppleM1–M4 processors
with over 95% accuracy (cf. Section 5).

• We demonstrate the feasibility of out-of-place Spectre-PHT
on Apple silicon, showing that user-space PHT entries can
influence kernel branch prediction on both P-cores and E-
cores across M1–M4. This confirms that the PHT is shared
between user and kernel on each core (cf. Section 6).

2 Background
2.1 Branch Prediction
Branch prediction (BP) is a widely used mechanism in modern
processors to improve instruction execution efficiency and overall
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Figure 1: Structure of TAGE conditional branch predictor.
Each PHT is associated with a distinct branch history length,
satisfying the ordering 𝐿1 < 𝐿2 < · · · < 𝐿𝑛 .

throughput. The branch prediction unit (BPU) is typically located in
the frontend of the processor pipeline and is responsible for predict-
ing branch-related information for the fetched instruction stream.
By anticipating the control-flow direction after the execution of
the current instructions, branch prediction effectively alleviates
control hazards in the pipeline, reducing stalls and delays caused
by unresolved branches.

Modern BPUs are often highly sophisticated, as they must handle
different types of branch instructions. On Intel processors, the BPU
includes a branch target buffer (BTB) [11, 35, 63], which predicts
the presence of branch instructions in the instruction stream, their
types, and their target addresses. For conditional branches, the con-
ditional branch predictor (CBP) [59, 60] predicts whether a branch
will be taken. For indirect branches, the indirect branch predictor
(IBP) [27] further predicts target addresses. Return instructions are
handled separately using a return stack buffer (RSB) [26, 52].

2.2 TAGE
Within the BPU, the conditional branch predictor (CBP) is responsi-
ble for predicting whether conditional branches will be taken. One
of the most influential CBP designs is TAGE (TAgged GEometric
history length predictor) [41], originally proposed by André Seznec
et al. in 2006 and subsequently extended with multiple variants [38–
40]. The core idea of TAGE is to combine program counter (PC)
information with branch histories of varying lengths, organized
in a geometric progression, to dynamically predict the outcome of
conditional branches.

A TAGE-based CBP consists of two main components. The first
is the branch history buffer (BHB), which records branch history
information derived from previously executed branches, typically
through a hash function. The BHB is typically implemented as a
shift register, where each update shifts the existing history and
incorporates a footprint derived from the newly executed branch.1
Depending on the type of branch history being recorded, this foot-
print can represent either the branch outcome, as in a Global History
Register (GHR), or address-derived information from the branch in-
struction and target address, as in a PathHistory Register (PHR) [60].
The second component comprises multiple prediction tables (see
Figure 1), including a base predictor and several pattern history
tables (PHTs). The base predictor is indexed solely by the PC, while

1BHBnew = (BHB ≪ 𝑘 ) ⊕ footprint.

Table 1: Evaluated Apple M-series processors.

Model M1 M2 M3 M4

Device MacBook Pro Mac Mini MacBook Air Mac Mini
P/E #Cores 4 / 4 4 / 4 4 / 4 4 / 6

Table 2: CBP parameters on all tested Apple processors.
𝐿PHRT/B denotes the length of the PHRT/B, and 𝑓PHRT/B refers
to the footprint in the PHRT/B update function.

Model P-core E-core
M1 & M2 M3 & M4 M1 M2 & M3 & M4

𝐿PHRT 100 120 60 60
𝑓PHRT T[31:2] T[31:2] T[48:2] T[48:2]
𝐿PHRB 28 28 16 16
𝑓PHRB B[5:2] B[5:2] B[5:2] B[5:2]
PC Input PC[18:2] PC[14:2] PC[17:2] PC[18:2]
PHT Assoc. 4 6 4 4

each PHT is organized as a set-associative structure indexed using a
combination of the PC and a specific length of branch history stored
in the BHB. Among these tables, PHT1 corresponds to the short-
est history length, whereas the last PHT (PHT𝑛) uses the longest
history.

Each entry in the prediction tables contains a saturating counter
that represents the predicted outcome of a conditional branch. Dur-
ing prediction, all tables are accessed in parallel to identify matching
entries. If multiple PHTs contain matching entries, the prediction
is determined by the counter associated with the entry indexed
using the longest branch history. If no PHT entry matches, the
prediction falls back to the base predictor. The multiplexers (mux)
in Figure 1 select the prediction from the matching PHT with the
longest branch history.

3 Reverse Engineering of Apple CBPs
In this section, we describe our investigation of the Conditional
Branch Predictor (CBP) on Apple silicon. We assume that the CBP
on Apple silicon is a variant of the TAGE structure, as mentioned in
Apple’s patent [1]. The branch history is stored in a buffer similar
to the GHR or PHR. The CBP comprises multiple predictor-tables,
each indexed using the conditional branch address (PC) together
with branch history of varying lengths. All hash functions used
in the CBP are based on XOR operations over multiple PC and
branch-history bits.

All experiments are performed on multiple Apple M-series pro-
cessors (see Table 1), spanning Apple M1 through M4. Both per-
formance (P) cores and efficiency (E) cores are tested. In our ex-
periments, we use kperf [57] to measure the execution results,
specifically the overall misprediction rate of conditional branches
for each test case.

Our reverse engineering methodology is derived from the ap-
proach used in Half&Half [60], which investigates Intel CBPs. We
extend and refine this methodology in several aspects. In particu-
lar, we introduce an essential enhancement to address a challenge
that does not arise on Intel processors, as detailed in Section 3.2.
For brevity, the results presented in the following two sections are
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based on experiments conducted on the M1 processor. Complete
results for all tested processors and cores are provided in Table 2.

Section 3.1 identifies the hash function of the Branch History
Buffer (BHB), which records the branch history and is used, in
conjunction with the program counter (PC), to index the Pattern
History Tables (PHTs). Then in Section 3.2, we characterize the
PHT input function, i.e., the index and tag computation. Among
all PHTs, we exclusively focus on the last table, which uses the
longest branch history as input, since it has the highest priority
in prediction. As we demonstrate, exploiting only the last table
is sufficient to successfully mount the attacks we consider. We
have also designed experiments to reverse engineer other tables,
but noise is always inevitable. Therefore, for rigor and clarity, we
present only the results for the last table. In the following sections,
PHT denotes the last PHT unless stated otherwise.

3.1 Branch History in the CBP
First, we investigate the design of the Branch History Buffer (BHB)
within the CBP. Half&Half [60] analyzes the BHB in three steps:
determining its capacity, identifying the branch and target address
bits used as hash inputs, and recovering themapping from input bits
to footprint positions. We propose an integrated experiment that
combines these three steps to directly measure the contribution
of each address bit to the BHB hash function. This integration
avoids inaccuracies in estimating the BHB capacity, which can be
unintentionally influenced by the choice of the training branch and
target address, and enables a more direct and reliable reconstruction
of the hash mapping.
Branch Address in the BHB. First, we measure the contribution
of the branch address to the BHB. Figure 2(a) illustrates the exper-
imental design. We generate two training branches, tr0 and tr1,
which differ by only one bit in their branch addresses but share
the same target. The execution of these two branches depends on
a random variable k. Specifically, when k=0, tr0 is taken and tr1
is not taken; when k=1, the outcomes are reversed. As a result,
the execution of tr0 and tr1 may produce different BHB states,
enabling us to determine whether and how branch addresses con-
tribute to BHB updates. Before executing the training branches,
we execute a branch chain to establish a consistent branch history
(Line 2). After either training branch is taken, a certain number
of dummy branches are executed to drain the training branch’s
history from the BHB (Line 9). Finally, a test branch is executed
to verify whether the history has been fully drained, based on the
resulting misprediction rate.

Figure 3(a) presents the results of the experiment described above
on the P-cores. When the number of dummy branches is insufficient
to fully drain the training branch from the BHB, the test branch
can still observe the correlation between the random variable 𝑘
and the BHB state, resulting in almost no mispredictions. As the
misprediction rate of the conditional branch tr0 is 50%, the over-
all misprediction rate of conditional branches is 25%. In contrast,
when the training branch is completely drained, the BHB value
remains constant during the execution of the test branch, leading
to a misprediction rate of approximately 50%.

The experimental results show that bits [5:2] of the branch ad-
dress (denoted as B[5:2] in the following sections) form the input

1 for (i = 0; i < 1000; ++i) { 1 macro br_chain(N)
2      br_chain(300) 2          b L_1
3      k = rand() % 2; 3 L_1:     b L_2
4 tr0: cbz k, target 4 L_2:     b L_3
5      nop … nop 5     …
6 tr1: b target 6 L_(N-1): b L_N
7 target: 7 L_N:
8      # dummy branches 8 endmacro
9      br_chain(N)
10      cbz k, next # test br.
11 next:
12 }

(a)
1 for (i = 0; i < 1000; ++i) { 1 for (i = 0; i < 1000; ++i) {
2      br_chain(300) 2      br_chain(300)
3      k = rand() % 2; 3      k = rand() % 2;
4      csel x5, tgt0, tgt1, k 4      csel x5, tgt0, tgt1, k
5      br x5 5      br x5
6 tgt0: nop … nop 6 tgt0: b L_1
7 tgt1: 7 tgt1:
8      # dummy branches 8      # dummy branches
9      br_chain(N) 9      br_chain(N)
10      cbz k, next # test br. 10      cbz k, next # test br.
11 next: 11 next:
12 } 12 }

(b) (c)

tgt0.Addr[5:2]
==

tgt1.Addr[5:2]

Figure 2: The pseudo code that is used to disclose the branch
history buffer structure within the CBP.
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Figure 3: Misprediction rate of conditional branches with
varying numbers of dummy branches and differing branch
and target address bits.

footprint of the BHB update. By analyzing the transition points
caused by different numbers of dummy branches, we further de-
termine the relative position of each bit within the footprint and
find that the BHB is shifted by one bit upon each update. The
maximum number of dummy branches required to eliminate the
training branch’s influence indicates that the BHB can record up to
28 branch addresses.

This result also indicates that the BHB adopts a PHR-like struc-
ture, since the training branch can be drained by unconditional
dummy branches (i.e., br_chain(N)). In the following sections, we
refer to the branch history buffer as the PHR.
Target Address in the BHB. Next, we investigate the influence of
the target address on the PHR. The experimental setup is shown
in Figure 2(b), which is similar to that used for the branch address.
The main difference is that we replace the two training branches
with a single indirect branch that jumps to two different targets
(tgt0 and tgt1), whose addresses differ in one bit.
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When the two targets differ in a higher-order address bit, the
resulting address gap introduces a large number of nop instruc-
tions between them [60], causing enormous memory allocation
and execution overhead. Meanwhile, executing these nops intro-
duces significant noise into the measurement. We observe that a
large number of nops can perturb the internal state of the CBP,
preventing the predictor from maintaining the state established
during training. To mitigate this, we redesign the experiment by
inserting a branch instruction to skip over the gap between the two
targets (Figure 2(c)). Concretely, we insert a branch at tgt0 to jump
to the second branch (L_1) among the dummy branches (Line 9).
Since we have established that the PHR uses only bits [5:2] of the
branch address in its hash function, this inserted branch does not
produce an inconsistent branch history compared with executing
nops, provided that the inserted branch has the same B[5:2] as the
first dummy branch. This design eliminates the need to allocate and
execute large regions of nop instructions, significantly reducing
both memory overhead and measurement noise.

Experimental results (see Figure 3(b)) show that the PHR incor-
porates bits [31:2] of the target address (denoted as T[31:2] in the
following sections) into its hash function and can record up to 100
target addresses on the P-cores of M1 processors.2 Compared with
the results for the branch address, we infer that the PHR employs
two separate structures to record branch address history and target
address history, rather than a single structure with a larger foot-
print. This hypothesis can be verified by the index and tag function.
We refer to these two structures as PHRB and PHRT, respectively.
The corresponding update functions are as follows:

PHRB = (PHRB << 1) ⊕ B[5:2]
PHRT = (PHRT << 1) ⊕ T[31:2]

Other Branch Types. We also examine other branch types, in-
cluding direct and indirect jumps and calls, taken and non-taken
conditional branches, as well as returns, to determine whether they
are recorded in the PHR. All tested branch types are listed in Table 6
in Appendix D and are implemented as dummy branches in Fig-
ure 2. Our results show that all types of taken branches are recorded
on M1–M3 processors and on the E-cores of the M4 processor. In
contrast, on the P-cores of the M4, direct jumps (i.e., the b instruc-
tion) are not captured. Furthermore, taken conditional branches
on the M4 P-cores sometimes fail to evict training branches in
the PHR, suggesting that they are not consistently recorded in the
PHR. We suspect that this behavior is caused by specific branch
prediction mechanisms on the M4 P-cores [65]. We leave a detailed
investigation of this behavior for future work.

3.2 Pattern History Table
In this section, we aim to reverse engineer the Pattern History Table
(PHT) in the CBP, based on our prior knowledge of the PHRT and
PHRB hash functions. Our reverse engineering process consists
of two main stages. First, we develop a methodology based on a

2On the E-cores, our measurements confirm that bits T[46:2] participate in the PHR
hash function. Due to macOS user-space address allocation constraints on our tested
machines, however, addresses with bit 47 or higher set to 1 are inaccessible, preventing
direct verification. In Section 5.3, however, we successfully create a PHT collision with
a kernel conditional branch when creating branch history with T[48:2] as footprint.
So it is reasonable to infer that T[48:2] is regarded as the footprint in the PHR update
function.

novel technique that allows us to construct conditional branches
such that their PHRT, PHRB, and PC values can be precisely con-
trolled, enabling manipulation of PHT inputs. Second, we apply this
methodology to characterize the PHT organization, including the
PC inputs, associativity, index hash function, and tag hash function.
Together, these results provide a detailed understanding of the PHT
structure on Apple silicon.
Methodology. All experiments presented in this section require
constructing multiple conditional branches such that, when exe-
cuted, each branch has a desired branch history state (PHRT and
PHRB) and a predetermined program counter (PC). This controlled
setup allows us to vary individual PHT inputs independently and
observe how they affect the prediction behavior.

However, achieving such control introduces a unique challenge
on the E-cores compared with the P-cores and Intel processors,
because the PHRT on the E-cores incorporates almost all target-
address bits into its hash function (see Table 2). This makes it diffi-
cult to establish a consistent history state across all tested branches
when each tested branch uses its own branch-history construction
code [27, 60], because branches with different targets inevitably pro-
duce different PHRT states. Moreover, using a shared code sequence
to configure branch histories limits the flexibility of assigning differ-
ent histories to different branches, and the final jump to the tested
branch may further perturb the history state.

To address this challenge, we design a novel technique that
allows setting arbitrary PHRT, PHRB, and program counter (PC)
for a conditional branch, as illustrated in Figure 4. We allocate
two memory regions, denoted as 𝑅0 and 𝑟0, to construct the branch
history leading to the tested branch. The final two branches in this
history are placed in separate memory regions, as they require
independent control of their target addresses and the PC of the
tested branch. Region 𝑅0 is divided into multiple 256-byte blocks,
while 𝑟0 is divided into 128-byte blocks. The starting addresses of 𝑅0
and 𝑟0 are aligned to 4 GiB, and satisfy the relationship Addr (𝑅0) =
Addr (𝑟0) << 1.

The core idea is to use two adjacent branches to cancel the contri-
butions of target-address bits that are not intended to be controlled,
while preserving the desired PHRT bits. On the E-cores, the first
branch in the branch history jumps from 𝑅0 to 𝑟0, targeting either
𝑟0+128 or 𝑟0+132, depending on the desired PHRT[59]. The next
branch jumps from 𝑟0 back to 𝑅0, targeting either 𝑅0+256 or 𝑅0+260,
depending on PHRT[58]. Since Addr (𝑅0) = Addr (𝑟0) << 1, after
these two branches are encoded into the PHRT, the contributions
of (𝑟0+128) and (𝑅0+256) are eliminated, leaving only PHRT[59] and
PHRT[58] in the PHRT state. The following blocks can be used to
configure the remaining PHRT bits in the same pattern, eventually
allowing all PHRT bits to be set.

Additionally, in our experiments, a specific PHRT bit may need to
be set to the condition value 𝑘 of the tested conditional branch. This
can be achieved easily by conditionally selecting the target address
depending on the condition value, similar to the code snippet in
Line 3-5 of Figure 2(c).

For the last two branches in the branch history, we must not
only configure the desired PHRT[1:0] and PHRB[1:0] values, but
also ensure that the execution reaches the tested branch located
at the desired PC (i.e., 0xabcc in Figure 4). To achieve this, we
allocate another two 4-GiB-aligned memory regions, 𝑅1 and 𝑟1, and
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Offset=0

(0x55e0)
(0x55e4)

br x8 nop (0x5600)
nop br x8 (0x5604)

// PHRB[0]=0 // PHRB[0]=1

nop
// set target address to
// register x8:
// PHRT[0]=0 → x8=R1+0xabc0
// PHRT[0]=1 → x8=R1+0xabc4

nop

Region r0

Region r1:
…

Offset=0

(0x...40) br x8 nop
(0x...44) nop br x8

// PHRB[1]=0 // PHRB[1]=1

Offset=0

(0xabc0)
(0xabc4)
(0xabc8)
(0xabcc)

nop
nop
nop
cbz

// PHRT[1]=0 → x8=r1+0x55e0
// PHRT[1]=1 → x8=r1+0x55e4

Region R0:
…

Region R0, Block 29:

Region R1:
…

Offset=0

128(0x80)
132(0x84)

br x8 nop 192(0xc0)
nop br x8 196(0xc4)

// PHRB[58]=0 // PHRB[58]=1

256(0x100)

…

Region r0, Block 0:

Region r0, Block 1:

Region r0, Block 2:

nop
// set target address to
// register x8:
// PHRT[58]=0 → x8=R0+256
// PHRT[58]=1 → x8=R0+260

// set target address to
// x8 based on PHRT[56]

Offset=0

64(0x40) br x8 nop
68(0x44) nop br x8

// PHRB[59]=0 // PHRB[59]=1

256(0x100)
260(0x104)

// set target address to
// register x8:
// PHRT[59]=0 → x8=r0+128
// PHRT[59]=1 → x8=r0+132

// set target address to
// x8 based on PHRT[57]

…

Region R0, Block 1:

Region R0, Block 0:

nop

1

2

59

60

…

…
(R1 + 0xabc0) >> 1 = (r1 + 0x55e0)

Figure 4: The experimental design that is used to construct a conditional branch at a certain memory address (0xabcc) with
arbitrary PHRT and PHRB values, using parameters of the CBP on the E-cores for illustration. The jumps labeled 1–60 are
executed sequentially to configure the desired PHRT and PHRB values, where the final jump (No. 60) transfers control to a
location near the desired PC of the tested branch. Please note that PHRB[≥ 16] are dummy values.

place the tested branch in region 𝑅1. The address of the tested con-
ditional branch is computed as Addr (𝑅1) + PC. 3 Besides, we insert
several nop instructions before the tested branch, and choose an
8-byte-aligned target address (0xabc0) used to set PHRT[0]. Then
we calculate the target address used to set PHRT[1] by right shifting
the target address used to set PHRT[0], and the resolved address
is definitely within the region 𝑟1 with a lower offset (0x55e0). De-
pending on PHRT[1] and PHRT[0], the two target addresses may
be XORed with 0x4. The above manipulation of addresses ensures
following the same principle used to cancel the contributions of
undesired bits in the PHRT.

Through this process, we can precisely configure arbitrary PHRT,
PHRB, and PC values for the tested conditional branch. Moreover,
this technique provides an additional benefit: it avoids executing
a large number of nop instructions after setting the branch his-
tory and address [27, 60], thereby reducing noise and improving
experimental efficiency.
PC Inputs in the PHT. First, we apply our proposed methodology
to identify the PC bits used to index the PHT. We follow the same
experimental design as Half&Half [60] and implement the experi-
ments using our methodology, as shown in Figure 5(a). Specifically,
we construct two tested conditional branches with identical PHRT
and PHRB values, while their PCs differ in exactly one bit and
their branch conditions are opposite. In addition, their PHRT[99]
values (PHRT[59] on the E-cores) are set to the same condition
value. We then measure the overall misprediction rate of the two
conditional branches. The results show that when the differing PC
bit lies within PC[18:2], the misprediction rate is close to zero; in
contrast, when other PC bits differ, the misprediction rate increases
significantly to approximately 50%. This indicates that the PHT
uses PC[18:2] as part of its indexing function.
Associativity. Then we measure the associativity of the PHT. In-
stead of measuring the number of mispredicted branches with the
same PHR but different PCs [60], we measure how many branches
can be correctly predicted simultaneously (Figure 5(b)). If multiple
branches are mapped to the same PHT set, they compete for the
limited entries and cause prediction interference; therefore, the

3As described later, the PHT uses only a subset of the conditional branch address bits
for indexing. Therefore, it is sufficient to ensure that the lower-order bits of the branch
address satisfy the required alignment.

1 for (i = 0; i < 1000; ++i) { 1 for (i = 0; i < 1000; ++i) {
2     k = rand() % 2; 2     k = rand() % 2;
3     /* jump to Region R0 */ 3     set_PHR_PC(k0..0, 0..0, 0x00)
4     set_PHR_PC(k0..0, 0..0, 0x00) 4     cbz k, next0
5     cbz k, next0 5 next0:
6 next0: 6     set_PHR_PC(k0..0, 0..0, 0x20)
7     /* jump to Region R0' */ 7     cbz k, next1
8     set_PHR_PC(k0..0, 0..0, 0x10) 8 next1:
9     cbnz k, next1 9     set_PHR_PC(k0..0, 0..0, 0x40)
10 next1: 10     cbz k, next2
11 } 11 next2:

// set_PHR_PC(PHRT, PHRB, PC) 12 }
(a) (b)

Figure 5: The pseudo code that is used to discover the PC
inputs and associativity in the PHT. The three parameters
of set_PHR_PC represent the desired PHRT, PHRB, and PC
values, respectively.

maximum number of simultaneously predictable branches reveals
the associativity.

To obtain this maximum number, we construct multiple condi-
tional branches with identical PHRT and PHRB values but different
PCs, and gradually increase the number of branches until mispre-
diction occurs. We enumerate each PC bit, starting from this bit to
generate different PC values for tested branches. This construction
changes the selected PC bit and higher-order bits while keeping
the lower-order bits identical. For example, from bit 5, we can gen-
erate 0x00, 0x20, 0x40, 0x60, and so forth. All tested branches are
configured with consistent PHRT and PHRB values, and PHRT[99]
is set to the condition value. Then, we measure the misprediction
rate with different numbers of tested conditional branches.

The results are illustrated in Figure 6, which shows the maximum
number of simultaneously predictable branches for each enumer-
ated PC bit. We observe that when generating PCs from bit 6, almost
sixteen branches can be correctly predicted. When generating from
bit 4–5 and 7–9, almost eight branches can be correctly predicted.
And for other bits, almost four branches can be correctly predicted.
The larger numbers observed for specific PC bits indicate that vary-
ing these bits can cause branches to be distributed across multiple
PHT sets. This suggests that these bits either directly affect the
index hash function or allow the generated PC values to cover bits
that contribute to the index. In contrast, when varying other bits,
all branches are mapped to the same PHT set, and the maximum
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Figure 6: The maximum number of simultaneously pre-
dictable conditional branches when generating PCs from
each PC bit.

number of simultaneously predictable branches therefore reveals
the associativity of the PHT. From this observation, we can con-
clude that the associativity of the PHT is four, and PC[6] and PC[9]
are involved in the index hash function, while other bits are only
used in the tag function.
Index Hash Function. Next, we investigate the index hash func-
tion of the PHT. We divide this investigation into two steps, using
a method similar to that in Half&Half [60]. First, we investigate
which bits in PHRT and PHRB are used in the index hash function.
We construct two groups of four conditional tested branches, each
of which has the same PC[18:2], but the two groups differ in one
distinct bit in the PHRT or PHRB. Also, PHRT[99] is set to k to
ensure the prediction comes from the last PHT. Then we measure
the misprediction rate of these eight branches. A significantly lower
rate indicates the distinct bit is used as index bit.

Then we investigate which bits of the PHRT, PHRB, and PC
contribute to the computation of a single index bit. We enumerate
two bits involved in the index hash function, and also construct
two groups of tested branches. In one group, the two bits are set to
zero, while in the other group, the two bits are set to one. If the two
bits are XORed in one index bit, the two groups point to the same
PHT set, causing higher misprediction rate. In this way, we can
obtain the concrete index hash function of the PHT. On the P-cores
of M1, the PHT has a 10-bit index, and on the E-cores, the PHT has
a 9-bit index. The detailed hash function is shown in Appendix E.
Tag Hash Function. Finally, we investigate the tag hash function
of the PHT, which is not covered in Half&Half [60]. For PHRT,
PHRB, and PC bits that are not used in the index hash function, we
enumerate pairs of bits and test whether they are XORed into the
tag hash function. Specifically, we use the experiment shown in
Figure 5(a), configuring the two bits to zero for one tested branch
and to one for the other. A significantly increased misprediction
rate indicates that the two bits are XORed into the same tag bit,
causing the two branches to collide in a single PHT entry.

However, this approach cannot be directly applied to bits that
contribute to the index hash function. If one tested bit affects the
index while the other does not, or if they map to different index bits,
the two branches will be mapped to different PHT sets and therefore
do not collide, regardless of their contribution to the tag hash. To
overcome this limitation, we propose a new testing method to
determine whether index bits and non-index bits are jointly XORed
into the same tag bit. We select two index bits, denoted as 𝑖1 and 𝑖2,

which correspond to the same index bit position, and two non-index
bits, denoted as 𝑡1 and 𝑡2, and test whether the pairs (𝑖1, 𝑡1) and
(𝑖2, 𝑡2) are XORed into any tag bit. For the first tested branch, all
four bits are set to zero; for the second tested branch, all four bits
are set to one. If such an XOR relationship exists, the two branches
map to the same PHT entry and exhibit a high misprediction rate.

Combining the above results, we conclude that on both the P-
cores and E-cores of the M1 processor, the PHT employs a 16-bit
tag. The detailed tag hash functions are presented in Appendix F.

4 Attack Primitives
Based on our reverse-engineering results of Apple CBPs, this section
presents four attack primitives that control and observe the state of
the PHR (i.e., PHRT and PHRB) and the PHT. We first introduce the
threat model in Section 4.1, including the attack scenario and the
attacker’s capabilities. We then describe the primitives for writing
to and reading from the PHR and PHT under this threat model in
Section 4.2, and evaluate two different measurements in Section 4.3.

4.1 Threat Model
We assume that the attack is performed on Apple silicon processors
(M1–M4) running the stock macOS operating system. The attacker
can execute arbitrary unprivileged code, but does not possess ker-
nel or root privileges. The victim resides in a separate security
domain and executes on the same core as the attacker. We further
assume that the attacker can trigger the victim’s execution, for ex-
ample via system calls or function invocations, and that the victim’s
control-flow depends on secret data. The attacker aims to leak or
speculatively influence this control-flow by exploiting the CBP.

4.2 Design of Attack Primitives
Before launching practical attacks, we first construct the necessary
attack primitives as building blocks, including primitives for writing
and reading the PHR and the PHT. Prior work in Pathfinder [59]
designs and implements these primitives on Intel processors. In our
work, we adopt a similar methodology to construct these primitives,
with necessary adaptations to accommodate the design of Apple
CBPs. Meanwhile, hardware performance counters (e.g., kperf [57])
and high-precision hardware timers, which are commonly used to
measure branch mispredictions, are unavailable to unprivileged
code on Apple silicon and macOS [17]. To tackle this challenge,
we employ the counting-thread technique [17, 34] in both reading
primitives to detect mispredictions of conditional branches. We
further evaluate different measurements in Section 4.3.
Write PHR. The primitive for writing the PHR (i.e., PHRT and
PHRB) aims to set the PHR to a desired value. The corresponding
method is straightforward, since the PHR hash function has been
reverse engineered in Section 3.1. We reuse the technique developed
in our reverse-engineering experiments (cf. Figure 4) to construct
the desired PHR state, as it is compatible with the PHR design on
both the P-cores and E-cores. After executing 100 branches (P-cores)
or 60 branches (E-cores), the PHR is set to the target value.
Write PHT. The primitive for writing the PHT aims to insert or
manipulate a PHT entry such that it predicts a conditional branch as
taken or not taken. Although the index and tag functions of the PHT
have been exposed, directly executing a conditional branch whose
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k = rand() % 2

Clear PHR

Call victim()

T99 T98 ... T0

B27 ... B0

Dummy_Branch(99)

T0* Known_value

Known_value

Guess PHRT
(X...X0)

Hashed by 99 branches

PHRT=(T0' Known_value)
PHRB=(Known_value)

Write PHR

T0' Known_value

Known_value

k==0 k==1

cbz k, pc+4

k = rand() % 2

Clear PHR

Call victim()

T99 T98 ... T0

B27 ... B0

Dummy_Branch(27)

Guess PHRT/B
(X..X010..)
(X..X0)

Hashed by 27 branches
PHRT=(T72' Known_value)
PHRB=(B27' Known_value)

Write PHR

k==0 k==1

cbz k, pc+4

T72* Known_valueT72' Known_value

B27* Known_valueB27' Known_value

Leaked
value

Figure 7: Read both the PHRT and the PHRB. The left figure
is used to read PHRT[0], while the right one is used to read
PHRT[72] and PHRB[0] simultaneously on the P-cores of
M1.

PHR and PCmatch a given entry is insufficient to reliably insert that
entry into the PHT, since we target the last table in the CBP. Our
experiments show that repeatedly executing a conditional branch
may still fail to allocate an entry in the last table, as entry allocation
depends on the internal state of the CBP [41]. Fortunately, building
on the same technique used in our reverse-engineering experiments
(cf. Figure 4), we can reliably create a pair of entries in the last table,
as the most significant bit of the PHRT representing the branch
condition forces the last table to be used [47]. Because the last table
uses the longest PHR and has the highest prediction priority, this
primitive can influence a victim branch and speculatively hijack its
control-flow even with only two allocated entries.
Read PHR. The primitive for reading the PHR aims to leak the
values of both the PHRT and the PHRB. The methodology is similar
to that of Pathfinder [59] and is illustrated in Figure 7. Figure 7(a)
depicts the procedure for leaking PHRT[0] using a loop-based ap-
proach. In each iteration, we construct two different PHRT values
for a tested conditional branch, depending on the condition value 𝑘 .
One PHRT value is generated based on a guess of PHRT[0], while
the other is produced by the victim and then shifted by executing
99 dummy branches. This shifting moves PHRT[0] to the most
significant bit, while all remaining PHRT and PHRB bits become
known, as their contributions can be resolved from the addresses of
the dummy branches. If the guess is correct, the two PHRT values
are identical, resulting in a misprediction rate of approximately 50%
for the tested branch; otherwise, the branch is predicted almost per-
fectly. This procedure can be repeated to leak PHRT[1], PHRT[2],
and subsequent bits.

When leaking PHRT[72], PHRB[0] must be leaked simultane-
ously, since it remains in the PHRB when PHRT[72] is shifted to the
most significant bit. Consequently, PHRB[0] must also be guessed
in this case (see Figure 7(b)), requiring four executions to test all
possible combinations of PHRT[72] and PHRB[0]. Using this ap-
proach, all bits in both the PHRT and the PHRB can be successfully
leaked.

Compared with the method in Pathfinder [59], our approach
applies two key adjustments. First, since the PHR is split into two
separate buffers on Apple silicon, the PHRT and PHRB must be

leaked in two steps (i.e., Figure 7(a) and (b)). Second, Pathfinder zero-
shifts the PHR after victim execution by using dummy branches
resolved to a zero footprint, resulting in a PHR of the following
form (T0 0..0). This is difficult to achieve on the E-cores, as the
PHRT uses nearly all bits in the hash function. Instead, our design
appends a fixed number of dummy branches and explicitly resolves
their contributions to the PHRT, which are then written into the
PHR accordingly.
Read PHT. The primitive for reading the PHT is designed to infer
the state of a specific PHT entry, i.e., whether it currently predicts
a branch as taken or non-taken. The approach is straightforward:
we generate a conditional branch that aliases with the target PHT
entry and observe whether this branch is predicted correctly. Such
a branch can be constructed using the technique developed in our
reverse-engineering experiments (cf. Figure 4), which allows us to
precisely control both the PHR and the PC of the aliased branch. In
addition, based on our experiments, we observe that PHT entries on
all tested cores contain a 3-bit saturating counter. This observation
is crucial for the effectiveness of our practical attacks.

4.3 Measurement of Branch Prediction
This section describes howwemeasure branch prediction outcomes
under different scenarios. Section 4.2 proposes four attack primi-
tives required in our practical attacks, two of which involve reading
the PHR or PHT state and therefore rely on observing branch
prediction behavior. In our reverse-engineering experiments, we
obtain such information using kperf [57], which provides aggre-
gated misprediction statistics for conditional branches. However,
this approach is unsuitable for the attack setting, as it requires root
privileges and violates our threat model. Consequently, alternative
measurement techniques are necessary to infer branch prediction
results without privileged access.

We attempt to employ timing primitives to infer branch predic-
tion outcomes, as mispredicted branches incur higher execution
latency [11]. We adopt a counting thread [17, 34] as a timing primi-
tive, as illustrated in Figure 8, since the high-precision hardware
cycle counter on Apple silicon is disabled by XNU in unprivileged
contexts [17]. This mechanism introduces an additional thread that
continuously increments a shared variable, thereby simulating a
hardware cycle counter. The main thread reads this variable from
shared memory to obtain timestamps and computes the relative
execution time by subtracting two timestamps.

To evaluate the effectiveness of this timing primitive, we rerun
the experiment used to determine the PHRT length (cf. Section 3.1),
configuring the number of dummy branches to match the PHRT
length. Under this configuration, the tested branch exhibits a mis-
prediction rate of approximately 50%, meaning that it is correctly
predicted and mispredicted with equal probability. Figure 9 presents
the measured execution cycles of the tested branch over 1,000 iter-
ations for each processor and core type. The results demonstrate
a clear distinction between correctly predicted and mispredicted
branches across all evaluated processors and cores. This demon-
strates that the counting thread is effective for inferring branch
prediction outcomes and is compatible with our unprivileged at-
tacker model. Accordingly, we employ the counting thread as the
timing primitive in our subsequent attacks.
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1 mov x0, %[cnt_addr] # x0 = &counter 1 mov x0, %[cnt_addr]
2 eor x1, x1, x1      # clear x1 2 ldr x1, [x0]   # pre-sampling
3 loop: 3 memory_barrier
4     add x1, x1, 1   # x1 += 1 4 cbz x8, pc+4   # tested branch
5     str x1, [x0]    # counter = x1 5 memory_barrier
6     b loop 6 ldr x2, [x0]   # post-sampling
7 7 sub x2, x2, x1 # x2 = exec. time

(a) counting thread (b) main thread

Figure 8: Counting thread.
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Figure 9: Scatter plots showing execution cycles of the tested
conditional branch using a counting thread on Apple M1–M4
P/E-cores.

5 Breaking KASLR on macOS
Based on our proposed attack primitives, we present iEnFlow, en-
dogenous control-flow attacks on Apple silicon. We demonstrate
the capabilities of iEnFlow through two exploitation scenarios. The
first breaks KASLR on macOS, illustrating the ability to leak kernel
control-flow information from user space; this attack is described
in this section. The second is an out-of-place Spectre-PHT attack,
which shows that iEnFlow can manipulate the CBP to speculatively
hijack kernel control-flow via out-of-place, cross-address-space
training [4]. This attack is described in Section 6.

5.1 KASLR on macOS
Kernel Address Space Layout Randomization (KASLR) [51], de-
rived from ASLR, is designed to protect the kernel against memory
corruption attacks [8, 21, 37, 55]. The core idea of KASLR is to
randomize kernel addresses at boot time, such that the locations
of kernel code and data differ from those in the static kernel im-
age. For the Linux kernel, KASLR was introduced in version 3.14
and is implemented by randomizing bits [29:21] of kernel virtual
addresses, yielding 512 possible kernel base addresses [11, 51, 63].

Compared to Linux, the implementation of KASLR on macOS
differs significantly. Starting from macOS 11, the XNU kernel and
other essential drivers are packaged into a single Mach-O file that
is loaded by the bootloader [10]. This Mach-O file is referred to as
the kernel collection. KASLR is implemented using a random offset,
known as the slide, which iBoot (Apple’s bootloader) generates
prior to loading the kernel collection. Once the kernel collection
is loaded, its runtime base address is determined by adding the
slide to the static base address specified in the kernel collection (i.e.,
0xfffffe0007004000 + slide).

The objective of iEnFlow is to break KASLR on macOS running
on Apple silicon by leaking the kernel slide value from an unprivi-
leged attacker operating in user mode. However, the implementa-
tion of iBoot is not publicly documented, and therefore the genera-
tion mechanism and range of the slide remain unknown. To address
this limitation, we replicate the methodology in SysBumps [19]

Table 3: Observed ranges of the normalized kernel slide index
𝑠 (𝑠 = slide/0x4000) and the corresponding guess ranges across
Apple silicon.

Model Index Range Guess Range
𝑠min 𝑠max | {𝑠 } | ([𝑠max − 32,768, 𝑠min + 32,768])

M1 8,249 40,954 32,706 [8,186 , 41,017]
M2 45,204 77,903 32,700 [45,135 , 77,972]
M3 45,340 77,846 32,507 [45,078 , 78,108]
M4 45,238 77,941 32,704 [45,173 , 78,806]

to empirically characterize the slide. Specifically, we reboot each
tested machine 1,500 times and record the slide value observed at
each boot. The results are summarized in Table 3. Our findings
closely match those reported in SysBumps. From the 1,500 collected
samples, we observe an approximately uniform distribution of slide
values, all of which are multiples of 0x4000. We therefore normal-
ize the slide by defining a discrete index 𝑠 = slide/0x4000. Across
all samples, the observed values of 𝑠 span approximately 32,768
distinct integers between the minimum and maximum. Based on
this observation, we define a guess range, which represents the set
of candidate kernel slide indices considered during the attack, over
the normalized index 𝑠 . Specifically, let 𝑠min and 𝑠max denote the
minimum and maximum values of 𝑠 observed in our measurements;
we set the guess range to [𝑠max − 32,768, 𝑠min + 32,768]. Each guess
of the kernel slide is then obtained by multiplying a candidate index
in this range by 0x4000.

5.2 Methodology
In this section, we present our methodology for breaking KASLR on
macOS. Building on our attack primitives in Section 4.2, a seemingly
direct approach would be to observe the PHR state corresponding to
a kernel control-flow path (e.g., during a system call), and to resolve
the KASLR slide by enumerating candidate slides and matching
the resulting PHR hashes against the observed state. However, this
approach is impractical, as it relies on extracting dynamic kernel
control-flow at instruction-level granularity. To the best of our
knowledge, there exists no technique that enables such precise
extraction on Apple silicon. The hardware and software stack of
Apple silicon and macOS is largely closed [7, 61, 64], and lacks
publicly accessible mechanisms for tracing executed instructions
or taken control-flow edges within the kernel. Consequently, re-
constructing the complete and precise set of dynamically executed
branch instructions required by this approach is currently infeasible
in practice.

Instead of directly extracting the entire control-flow, we adopt a
two-step approach to progressively narrow down the space of can-
didate KASLR slide values, as illustrated in Figure 10. The first step,
called PHRT-based differential analysis, leverages the difference be-
tween two PHRT values obtained from distinct kernel control-flow
executions to eliminate a large fraction of incorrect slide candidates
through differential analysis. While this step alone cannot uniquely
determine the correct slide value, it is highly effective at ruling out
incorrect candidates. The second step, called PHT collision, exploits
collisions in a PHT entry between a user-space conditional branch
and a kernel branch to directly probe kernel addresses. Based on
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Figure 10: A two-step approach to break KASLR on macOS.

the significantly reduced candidate set produced by the first step,
this second step is able to uniquely identify the correct slide value.
PHRT-based Differential Analysis. In the first step, we derive
a set of potential KASLR slide candidates through PHRT-based
differential analysis. We observe that the execution paths of sev-
eral system calls (syscalls) in the kernel are highly similar, with
differences occurring only in the portion that executes the syscall
handler, while the rest of the control-flow is shared. Therefore, if
two syscalls execute the same number of branch instructions within
their handlers, their respective PHRT values become aligned. In this
case, performing a bitwise XOR of the two PHRT values yields the
hash values of the branch target addresses in the handler at their
corresponding positions. Since extracting the branch instructions
of syscall handlers from the kernel image is straightforward, we
can enumerate all possible KASLR slide candidates and retain those
whose computed hash values match the PHRT differential.
PHT Collision. The second step uniquely determines the slide
value through a PHT collision. The PHT mapping function encodes
substantial address information, such that when a user-space condi-
tional branch and a kernel branch map to the same PHT entry, their
corresponding PHR and PC values must satisfy specific constraints,
enabling inference of the kernel branch address. Leveraging this
observation, we can further rule out incorrect slide candidates. The
procedure is as follows. First, we select a kernel branch and enu-
merate all possible slide values. For each candidate, we construct a
user-space branch whose PHR and PC values are derived from the
kernel branch address computed under the candidate slide, such
that the two branches collide in the PHT. After executing the kernel
branch, if a change in the state of the corresponding PHT entry is
observed, the slide candidate is considered potentially correct. As
proved in Section 5.3, by combining this step with the PHRT-based
differential analysis, the slide value can be uniquely determined on
each tested machine.

5.3 Evaluation
We now evaluate the performance of iEnFlow on Apple silicon
using our proposed methodology. All tested machines, ranging
from Apple M1 to M4, run macOS 26.2 (build version 25C56), the
latest version at the time of writing.
PHRT-based Differential Analysis. In the first step, we reduce
the space of KASLR slide candidates by performing differential anal-
ysis on the PHRT values obtained after executing two system calls.
We select getegid and sys_getdtablesize as the target syscalls,

Table 4: Time cost and overall accuracy of breaking KASLR
on macOS. ‘Time/syscall’ denotes the time required to read
the PHR for a single system call, ‘#Slides’ denotes the aver-
age number of slide candidates remaining after Step 1, and
‘Time/slide’ denotes the time required to test one slide candi-
date by inducing a PHT collision. ‘Total Time’ denotes the
expected total time estimated from the time cost of each step
and the average number of remaining slide candidates.

Core Step 1 Step 2 Overall
Accuracy

Total
TimeTime/syscall #Slides Time/slide

M1 (P) 0.321s 259.53 0.0128s 98.1% 3.96s
M1 (E) 1.077s 259.53 0.0161s 97.2% 6.33s
M2 (P) 0.317s 205.91 0.0054s 95.5% 1.75s
M2 (E) 0.656s 205.91 0.0164s 96.6% 4.69s
M3 (E) 0.691s 206.48 0.0203s 99.7% 5.57s
M4 (E) 0.707s 150.21 0.0163s 99.8% 3.86s

as their kernel execution paths differ only at three branch instruc-
tions, while the remaining control-flow is shared. We extract the
target addresses of these six branch instructions from the kernel
image. Using our primitive for reading the PHR, we obtain the
corresponding PHRT values for the two syscalls and compute their
bitwise XOR to derive the PHRT differential. We then enumerate
all possible slide candidates. For each candidate, we resolve the
six branch target addresses under the enumerated slide, compute
their hash values, and compare the resulting hash against the ob-
served PHRT differential to determine whether the candidate is a
potentially correct slide.

In our experiments, PHR values can be obtained from either
the P-cores or the E-cores, and we observe that the resulting PHR
differentials are consistent across the two core types, since the
[48:32] bits of the target addresses of the six branches are the same
and unaffected by KASLR. However, on the P-cores of the M4, PHR
values are unstable: repeated executions produce different PHR
values. We hypothesize that the observed PHR instability on the
P-cores may be explained by our earlier observation in Section 3.1
that not all taken branch instructions are consistently recorded in
the PHR. Fortunately, this limitation does not affect our attack, as
reliable results can still be obtained on the E-cores. Table 4 reports
the time required to read the PHR for each syscall. According to
the table, reading the PHR takes approximately one second on each
model and core type. We later use software simulation to estimate
the average number of slide candidates remaining after this step,
which determines the expected total time required in the next step.
PHT Collision. In the second step, we determine the final slide
value by constructing a PHT collision. We select a conditional
branch in the kernel and enumerate a slide candidate to derive
its PC and PHR, which are then used to construct a user-space
branch that aliases with the kernel branch in the PHT. Crucially,
the PHR of the selected kernel branch must be readily obtainable,
as constructing a PHT collision requires precise knowledge of the
PHR value of the kernel branch. To this end, we choose the second
branch instruction executed after the svc instruction4, specifically
4On Apple silicon, system calls are invoked via the svc instruction, which transfers
execution from user space to the kernel.
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a b.ne instruction. The partial control-flow immediately following
the svc instruction can be directly obtained from the kernel image,
which allows the PHR of this branch to be computed from the target
addresses of the preceding two branches.

For each slide candidate, we construct a user-space conditional
branch with the same PHR value and the same lower 20 bits of the
PC as the selected kernel branch. We then use our primitive for
writing the PHT to train the corresponding PHT entry such that
the condition of the user-space branch is opposite to that of the
kernel branch. Since the PHT entry uses a 3-bit saturating counter,
repeatedly executing the kernel branch eight times is sufficient to
flip the prediction state of the PHT entry. Finally, we probe the
state of this PHT entry using the user-space branch to determine
whether a collision has occurred.

In our experiments, we observe that on the P-cores of the Apple
M3 and M4, PHT collisions cannot be reliably triggered even when
the enumerated slide value is correct. We hypothesize that this
behavior arises from additional branch prediction mechanisms in-
troduced on these cores, which affect the prediction behavior of the
CBP for conditional branches [65]. Consequently, we conduct this
step exclusively on the E-cores, where reliable PHT collisions can
be consistently observed. For M1 and M2 processors, we perform
this step on both the P-cores and E-cores, independently inferring
the slide values on each core type. Table 4 reports the time required
to test a PHT collision for a single slide candidate.
Results. We evaluate the performance of our KASLR break on
four Apple processors. For each machine, we reboot the system 10
times. After each reboot, we execute the attack 100 times, yielding
100 inferred slide values per reboot. We then measure the overall
success rate across all 1,000 attack attempts, as shown in Table 4,
demonstrating the effectiveness and efficiency of our method. In-
correct slides arise either when incorrect candidates satisfy the
inferred constraints, or when noise and microarchitectural insta-
bility prevent a valid candidate from being identified. Moreover,
the success of our attack demonstrates that the PHR and PHT are
shared between user space and the kernel.
Uniqueness of Slide Solution. Our method iteratively eliminates
invalid slide candidates, but it is important to ensure that this
process ultimately yields a unique solution rather than multiple
candidates. To verify this, we implement a software simulator that,
for each possible slide value, reproduces the attack procedure by
computing the resulting PHRT differential and the corresponding
PHT entry index and tag for the kernel branch, based on our reverse-
engineering results. We then check whether two or more slide
values produce the same PHRT differential and PHT entry index
and tag. The simulation results show that, for all six cores where
stable PHT collisions can be observed, our method yields a unique
solution in every case.

Furthermore, for each slide candidate, we calculate the number of
slides remaining after applying the PHRT differential (i.e., the num-
ber of candidates that would need to be tested via a PHT collision)
and take the average across all slides. This provides an estimate of
the average number of slide candidates that must be tested during
the PHT collision procedure. The results are also summarized in
Table 4. Therefore, the expected overall execution time can be
estimated as the time for two PHR reading operations plus the time
for testing the remaining slide candidates through PHT collisions

1 // x is attacker-controllable 1 // almost_false is not controllable
2 if (x < array1_size) { 2 if (almost_false) {
3     y = array2[array1[x] * 4096] 3     y = array2[array1[x] * 4096]
4 } 4 }

(a) (b)

Figure 11: Two Spectre-PHT speculative gadgets: (a) the
branch condition is attacker-controllable, (b) the branch con-
dition cannot be influenced by the attacker.

after Step 1. The worst-case execution time is approximately 6.33
seconds on the M1 E-core, calculated as 2×1.077s+259.53×0.0161s,
and all tested processors complete the attack within this time.

Notably, without the first step, relying solely on PHT collisions
to identify the final slide can still reduce the candidate space to two
even in the worst case, as indicated by our software simulation.
However, this approach requires testing more than 30,000 candi-
dates (see Table 3), resulting in prohibitively long execution time.
In contrast, the first step filters out a large number of incorrect can-
didates, significantly shrinking the search space, while requiring
substantially less execution time. Therefore, we adopt a two-step
approach to efficiently break KASLR.

6 Out-of-place Spectre-PHT on Apple Silicon
6.1 Spectre Attacks
Spectre attacks represent a prominent class of microarchitectural
attacks that exploit transient execution to leak sensitive data across
privilege boundaries. Following the disclosure of the Spectre-v1
and Spectre-v2 variants [25], the research community has proposed
a wide range of Spectre variants targeting various microarchitec-
tural components and processors of different vendors [2, 12, 36, 46,
49, 50, 52–54]. According to the taxonomy introduced by Claudio
Canella et al. [4], Spectre attacks can be categorized based on their
mistraining strategies, which characterize how the branch predictor
is manipulated:

(1) In-place vs. out-of-place: whether the attacker trains the
branch predictor using the same branch address as the victim
branch (in-place), or an aliased branch at a different address
(out-of-place).

(2) Same-address-space vs. cross-address-space: whether
the training branch and the victim branch that triggers tran-
sient execution reside in the same address space or across
different address spaces.

Compared to out-of-place training, Spectre-PHT (also known
as Spectre-v1), which trains in-place, suffers from several inher-
ent limitations. First, in the attack scenario where user-space code
attempts to mistrain kernel-space branches, in-place training is fun-
damentally infeasible, since the user and kernel address spaces do
not overlap and therefore cannot share identical branch addresses.
Second, some in-place Spectre-PHT attacks relied on “self-training”
using kernel branches directly, which imposes strict requirements
on speculative gadgets: the branch condition must be controllable
by user input (see Figure 11(a)). This constraint excludes many
otherwise exploitable gadgets whose branch conditions are not
directly influenced by user-controlled data (Figure 11(b)), resulting
in missed attack surfaces.
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Leveraging our reverse-engineering analysis of Apple CBPs, we
present the second attack of iEnFlow: an out-of-place Spectre-PHT
attack on Apple silicon. By exploiting the primitive of writing the
PHT described in Section 4.2, the attacker can inject entries into
the PHT, thereby directly influencing kernel branch predictions.
This manipulation induces transient execution in the kernel and
ultimately enables information leakage.

6.2 Implementation and Evaluation
In this section, we implement and evaluate the Spectre-PHT at-
tack, demonstrating the feasibility of a cross-domain, out-of-place
Spectre-PHT attack on Apple silicon. To this end, we manually
inject a Spectre-PHT gadget into the XNU kernel using a kernel
extension (kext), and expose this gadget to user-space programs via
a sysctl interface. In our attack model, the attacker is an unprivi-
leged user-space program that triggers the transient execution of
this gadget through sysctl calls, thereby leaking kernel data. The
branch condition of the gadget is not controllable by the attacker.
Moreover, since the attacker cannot construct a branch at the same
address as the kernel branch, we adopt an out-of-place training
strategy. In addition, because macOS does not permit user-space
programs to execute data cache flush instructions by default, we em-
ploy an Evict+Reload [14, 17] covert channel to recover the leaked
information. Specifically, we allocate a sufficiently large memory
region and evict cache lines by repeatedly loading from this region
to implement the eviction primitive. Through empirical evalua-
tion, we determine the optimal parameter configuration. For our
kext implementation, we disable the Privileged Access Never (PAN)
mechanism, allowing kernel code to directly access the user-mode
reload buffer.

We evaluate the performance of our out-of-place Spectre-PHT
attack on Apple M1–M4 processors, across both the P-cores and
the E-cores. The results, summarized in Table 5, report the attack
success rate and the leakage bandwidth. From the experimental
results, we observe that our out-of-place Spectre-PHT mistraining
succeeds on both the P-cores and the E-cores across all tested Apple
M1–M4 processors. This demonstrates that PHT entries trained in
user space can be used by kernel branches for branch prediction.
However, the attack exhibits relatively low accuracy on some cores
and non-negligible variability across repeated executions. Our eval-
uation primarily aims to establish the feasibility of out-of-place
Spectre-PHT attacks on Apple silicon, rather than demonstrating
a fully practical exploitation. We leave improving the robustness
of this proof-of-concept, for example through more effective cache
covert channels [20, 31], and extending the attack toward practical
scenarios to future work.

It is worth noting that the knowledge of the underlying mapping
mechanism of the CBP is essential for constructing out-of-place
Spectre-PHT attacks, particularly on the E-cores. On these cores,
the PHRT hashes nearly the full instruction address bits, rendering
simple alignment of low-order branch address bits or randomized
collision attempts largely ineffective [47]. While prior work con-
ducted by Lorenz Hetterich et al. [17] also demonstrates Spectre
attacks on Apple silicon, those attacks rely on in-place training
using victim branches. In contrast, our out-of-place Spectre-PHT
approach offers improved extensibility and generality.

Table 5: Accuracy and leakage rates of out-of-place Spectre-
PHT across different Apple silicon processors.

Model Accuracy Leakage rate (Bytes/s)
P-core E-core P-core E-core

M1 90.64% 76.52% 1029.86 436.82
M2 81.63% 87.77% 598.39 450.74
M3 97.64% 68.17% 75.26 42.69
M4 99.92% 95.14% 47.85 904.34

7 Discussion
7.1 Possible Mitigations
PHT Isolation. A straightforward mitigation strategy is to enforce
execution-domain isolation in the PHT. Specifically, each PHT entry
can be augmented with an additional field indicating the current
execution domain (e.g., user mode vs. kernel mode). A PHT entry
would then only be used to predict conditional branches originating
from the corresponding execution domain. Such hardware-based
isolation mechanisms have already been adopted in the branch
prediction units of other processors (e.g., Intel and AMD) [12, 27],
and are therefore theoretically sound and effective.

However, even in the presence of execution-domain isolation,
the PHT remains physically shared. As a result, it is still possible
to infer kernel branch behavior via PHT-based Prime+Probe [33]
attacks. Based on our software simulation results, replacing the PHT
collision used for breaking KASLR with a PHT-based Prime+Probe
attack remains effective in significantly reducing the candidate
space, with the worst case leaving only 56 candidates on the M3
E-cores.
Sanitization of the PHR. In addition to isolating the PHT, the
two PHR buffers encode a substantial amount of sensitive infor-
mation. Consequently, flushing the PHR upon transitions between
different privilege domains represents another viable mitigation
strategy. Such a defense can effectively mitigate cross-privilege-
domain leakage and injection enabled by our PHR read and write
attack primitives. However, branch history information collected
across privilege domains also contributes to branch prediction ac-
curacy. As a result, flushing the PHR on every privilege transition
may incur non-negligible performance overhead [2].
Memory Barrier. For Spectre-PHT attacks, inserting speculation
barriers around sensitive conditional branches can prevent unin-
tended transient execution [45]. Similarly, isolating the PHT across
execution domains can also effectively mitigate out-of-place, cross-
address-space Spectre-PHT attacks.

7.2 Comparison with Related Work
In this work, iEnFlow successfully demonstrates both breaking
KASLR and mounting out-of-place Spectre-PHT attacks on macOS.
Compared to similar previous work, SysBumps [19] leverages TLB-
based side-channels and speculative execution to break KASLR on
macOS running on Apple M1 and M2 processors; however, this
attack has been mitigated by Apple [18]. In contrast, our KASLR-
breaking attack remains effective on the latest macOS releases at the
time of writing, successfully bypassing Apple’s defenses deployed
against SysBumps, and continues to work on newer platforms,
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including M3 and M4. MistleTunnel [30] exploits syscall-induced
TLB traces on Apple M-series processors, but limited TLB index
coverage restricts its leakage to the lower eight bits of the KASLR
offset. In contrast, iEnFlow completely recovers all KASLR random
bits, enabling a full KASLR bypass.

Other work [47] conducted by Adam Tuby et al. attempts to real-
ize out-of-place Spectre attacks onAppleM1 by reverse-engineering
the PHR length and combining a proposed LPC primitive with brute-
force techniques, achieving user-to-kernel Spectre attacks on the
P-cores (Firestorm) but failing on the E-cores (Icestorm). We con-
jecture that this limitation arises because, on the E-cores, nearly
the full target address participates in the PHRT hashing function,
making it practically infeasible to construct aliased branches via
brute force. In contrast, our work performs an in-depth reverse
engineering of Apple CBPs and introduces techniques for arbitrary
PHR writes on the E-cores. As a result, we successfully achieve
out-of-place Spectre attacks on the E-cores of the M1 as well as on
all core types across Apple M2–M4 processors.

Several prior works have explored control-flow microarchitec-
tural attacks on Apple silicon. Lorenz Hetterich et al. [17] port
Spectre-v1 and Spectre-v2 to Apple silicon, overcoming practi-
cal challenges such as the absence of unprivileged high-precision
timers and cache maintenance instructions on Apple silicon. How-
ever, their evaluation of Spectre-PHT is limited to same-address-
space, in-place training scenarios. Due to the lack of reverse en-
gineering of branch prediction components, it is unable to realize
out-of-place training. Conjuring [16] exploits the PHT to construct
speculative fetch attacks that leak control-flow information, but sim-
ilarly does not reverse engineer the CBP, preventing fine-grained
attacks. In addition, iLeakage [24] and PACMAN [34] also rely
on in-place Spectre-PHT to trigger speculative execution. As their
primary focus lies elsewhere, these works do not investigate control-
flow microarchitectural components in depth, and consequently do
not enable out-of-place Spectre-style attacks.

Beyond control-flow attacks, several works exploit memory-
relatedmicroarchitectural components onApple silicon. Augury [48]
and GoFetch [6] leverage the data memory-dependent prefetcher
(DMP) to leak data at rest and cryptographic keys. ARMeD chan-
nels [28] exploit the memory disambiguation unit (MDU) to con-
struct a covert channel and perform website fingerprinting attacks.
SLAP [23] and FLOP [22] utilize speculative execution induced by
load address predictor (LAP) and load value predictor (LVP), respec-
tively, to leak sensitive data from the victim’s webpage. Cache-based
side-channel attacks [15, 42, 56, 62] have also been demonstrated on
Apple silicon. These memory-related attacks typically leak memory
access traces, from which sensitive information can be inferred.
In contrast, iEnFlow directly exploits the CBP to leak sensitive
information through control-flow behavior.

Our work builds most directly on two prior studies of Intel’s
conditional branch predictor. Half&Half [60] presented the first
comprehensive reverse engineering of Intel CBPs, recovering the
PHR structure, PHT indexing functions, and associativity across
multiple microarchitectures. Our reverse-engineering methodology
(Section 3) follows their experimental paradigm. Pathfinder [59]
subsequently developed attack primitives for reading and writing
the PHR and PHT on Intel processors, which we adapt in Section 4.2.

Relative to these prior works, iEnFlow makes four distinct contribu-
tions. First, we uncover Apple’s split-PHR design (PHRB for branch
addresses, PHRT for target addresses), which fundamentally dif-
fers from Intel’s unified PHR. Second, we develop the technique
(Figure 4) that enables arbitrary PHRT-PHRB-PC configuration on
the E-cores, despite the challenge that nearly all target-address bits
participate in hashing, which is absent on Intel processors. Third,
we recover the PHT tag hash function, which Half&Half did not
investigate. Fourth, we demonstrate a practical KASLR break and
an out-of-place Spectre-PHT attack on Apple silicon.

7.3 Limitations and Future Work
Our work has several limitations. We focus exclusively on the user-
to-kernel attack scenario. Other scenarios, such as user-to-user or
cross-process attacks, may also present exploitable attack surfaces.
In addition, our KASLR-breaking attack on macOS relies on control-
flow analysis techniques to leak kernel address information. These
techniques depend on specific kernel characteristics, such as similar
system call control-flows, which limits their applicability. Exploring
more attack scenarios and developingmore robust analysis methods
remain important directions for future work.

8 Conclusion
In this paper, we present iEnFlow, the first endogenous and fine-
grained control-flow attacks on Apple silicon that directly exploit
the conditional branch predictor (CBP). By reverse-engineering
the CBP designs of both performance (P) and efficiency (E) cores
across Apple M1–M4 processors, we uncover key microarchitec-
tural details and develop unprivileged attack primitives that enable
precise observation and manipulation of branch prediction behav-
ior from user mode. Leveraging these primitives, we demonstrate
two attacks across privilege boundaries: a KASLR break on the
latest version of macOS and an out-of-place Spectre-PHT attack
that generalizes beyond prior in-place training assumptions. Our
findings reveal that branch prediction structures on Apple silicon
expose a previously underexplored attack surface for control-flow
leakage and speculative execution attacks.
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A Ethical Considerations
All experiments presented in this paper, including the CBP reverse
engineering and attack evaluations, were conducted exclusively on
machines owned and fully controlled by the authors. The study
does not involve experimentation on third-party systems, produc-
tion environments, or devices without explicit authorization. No
experiments were performed against real users, and no private,
sensitive, or personal data were accessed, collected, or exfiltrated
at any stage. The purpose of the experimental evaluation is solely
to understand the security properties and potential risks of the
studied mechanisms, not to exploit them for malicious or unethical
purposes.
Responsible Disclosure. We have already reported our findings
to Apple’s Security Team. Apple acknowledged our findings and
confirmed that the reported behavior is expected.

B Open Science
The artifact associated with this work contains the code, scripts,
and supporting files required to reproduce and evaluate the key
contributions of this paper, including the reverse engineering code
presented in Section 3, the implementation of the KASLR-breaking
attack described in Section 5, and the Spectre-PHT proof-of-concept
(PoC) presented in Section 6. This artifact enables researchers to
reproduce our analysis and experimental results. We have released
our artifact at https://github.com/CPU-Security/iEnFlow and https:
//zenodo.org/records/20769810.

C Generative AI Usage
We used ChatGPT [32] to assist with minor grammar checking and
language polishing for improving the readability of the manuscript.
During the artifact evaluation phase, we used an agent based on
the DeepSeek [9] large language model to assist in refactoring
manually written code to improve readability and maintainability.
All AI-assisted modifications were manually reviewed and verified
by the authors.
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D Types of Branches Recorded in the PHR
In Section 3.1, we examine various types of branches, checking
whether they can be recorded in the PHR. The detailed branch
types and their corresponding instructions are shown in Table 6.

Branch Types Instructions

Direct jump b
Indirect jump br
Conditional branch (taken) cbnz, cbz, b.cond, tbnz, tbz
Conditional branch (non-taken) cbnz, cbz, b.cond, tbnz, tbz
Direct call bl
Indirect call blr
Return ret

Table 6: Tested types of branches.

E The Index Function of the Pattern History
Table

E.1 P-cores
Based on our reverse-engineering results in Section 3.2, the PHT
index hash function on the P-cores of the Apple M1 and M2 is given
below:

(1) PHRT[99] ⊕ PHRT[48] ⊕ PHRT[7]
(2) PHRT[93] ⊕ PHRT[43] ⊕ PHRT[2]
(3) PHRT[88] ⊕ PHRT[38] ⊕ PC[9]
(4) PHRT[83] ⊕ PHRT[33] ⊕ PHRB[25]
(5) PHRT[78] ⊕ PHRT[27] ⊕ PHRB[20]
(6) PHRT[73] ⊕ PHRT[22] ⊕ PHRB[15]
(7) PHRT[68] ⊕ PHRT[17] ⊕ PHRB[10]
(8) PHRT[63] ⊕ PHRT[12] ⊕ PHRB[5]
(9) PHRT[58] ⊕ PHRT[53] ⊕ PHRB[0]
(10) PC[6]
The PHT index hash function on the P-cores of the Apple M3

and M4 is given below:
(1) PHRT[117] ⊕ PHRT[111] ⊕ PHRT[54]
(2) PHRT[116] ⊕ PHRT[59] ⊕ PHRB[1]
(3) PHRT[106] ⊕ PHRT[49] ⊕ PHRT[11]
(4) PHRT[101] ⊕ PHRT[44] ⊕ PHRT[6]
(5) PHRT[97] ⊕ PHRT[40] ⊕ PHRT[2]
(6) PHRT[92] ⊕ PHRT[35]
(7) PHRT[87] ⊕ PHRT[30] ⊕ PHRB[25]
(8) PHRT[82] ⊕ PHRT[25] ⊕ PHRB[20]
(9) PHRT[78] ⊕ PHRT[21] ⊕ PHRB[16]
(10) PHRT[73] ⊕ PHRT[16] ⊕ PHRB[11]
(11) PHRT[68] ⊕ PHRT[63] ⊕ PHRB[6]
(12) PC[6]

E.2 E-cores
The PHT index hash function on the E-cores of the Apple M1 is
given below:

(1) PHRT[59] ⊕ PHRT[28] ⊕ PHRB[3]
(2) PHRT[55] ⊕ PHRT[25] ⊕ PHRB[0]
(3) PHRT[52] ⊕ PHRT[22] ⊕ PHRT[3]

(4) PHRT[49] ⊕ PHRT[19] ⊕ PHRT[0]
(5) PHRT[46] ⊕ PHRT[15] ⊕ PC[8]
(6) PHRT[43] ⊕ PHRT[12] ⊕ PHRB[15]
(7) PHRT[40] ⊕ PHRT[9] ⊕ PHRB[12]
(8) PHRT[37] ⊕ PHRT[6] ⊕ PHRB[9]
(9) PHRT[34] ⊕ PHRT[31] ⊕ PHRB[6]

The PHT index hash function on the E-cores of the Apple M2 is
given below:

(1) PHRT[59] ⊕ PHRT[27] ⊕ PHRB[0]
(2) PHRT[55] ⊕ PHRT[24] ⊕ PHRT[3]
(3) PHRT[52] ⊕ PHRT[20] ⊕ PC[11]
(4) PHRT[48] ⊕ PHRT[17] ⊕ PC[8]
(5) PHRT[45] ⊕ PHRT[13] ⊕ PHRB[13]
(6) PHRT[41] ⊕ PHRT[10] ⊕ PHRB[10]
(7) PHRT[38] ⊕ PHRT[6] ⊕ PHRB[6]
(8) PHRT[34] ⊕ PHRT[31] ⊕ PHRB[3]
(9) PC[6]
The PHT index hash function on the E-cores of the Apple M3 is

given below:
(1) PHRT[57] ⊕ PHRT[52] ⊕ PHRT[22]
(2) PHRT[56] ⊕ PHRT[25] ⊕ PHRB[0]
(3) PHRT[49] ⊕ PHRT[19] ⊕ PHRT[0]
(4) PHRT[46] ⊕ PHRT[16]
(5) PHRT[43] ⊕ PHRT[12] ⊕ PHRB[15]
(6) PHRT[40] ⊕ PHRT[9] ⊕ PHRB[12]
(7) PHRT[37] ⊕ PHRT[6] ⊕ PHRB[9]
(8) PHRT[34] ⊕ PHRT[3] ⊕ PHRB[6]
(9) PHRT[31] ⊕ PHRT[28] ⊕ PHRB[3]
(10) PC[6]
The PHT index hash function on the E-cores of the Apple M4 is

given below:
(1) PHRT[59] ⊕ PHRT[53] ⊕ PHRT[22]
(2) PHRT[57] ⊕ PHRT[50] ⊕ PHRT[20]
(3) PHRT[56] ⊕ PHRT[25] ⊕ PHRB[2]
(4) PHRT[47] ⊕ PHRT[17] ⊕ PHRT[0]
(5) PHRT[44] ⊕ PHRT[14]
(6) PHRT[42] ⊕ PHRT[11]
(7) PHRT[39] ⊕ PHRT[9] ⊕ PHRB[13]
(8) PHRT[36] ⊕ PHRT[6] ⊕ PHRB[10]
(9) PHRT[33] ⊕ PHRT[3] ⊕ PHRB[8]
(10) PHRT[31] ⊕ PHRT[28] ⊕ PHRB[5]
(11) PC[6]

F The Tag Function of the Pattern History Table
F.1 P-cores
Based on our reverse-engineering results in Section 3.2, the PHT
tag hash function on the P-cores of the Apple M1 and M2 is given
below:

(1) PC[2]
(2) PC[3]
(3) PC[4]
(4) PC[5]
(5) PC[7] ⊕ PHRT[0:96:12] ⊕ PHRB[8,21]
(6) PC[8] ⊕ PHRT[1:97:12] ⊕ PHRB[9,22]
(7) PC[9] ⊕ PHRT[2:98:12] ⊕ PHRB[10,23,24]
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(8) PC[10] ⊕ PHRT[3:99:12] ⊕ PHRB[11,12,25]
(9) PC[11] ⊕ PHRT[4:88:12] ⊕ PHRB[0,13,26]
(10) PC[12] ⊕ PHRT[5:89:12] ⊕ PHRB[1,14,27]
(11) PC[13] ⊕ PHRT[6:90:12] ⊕ PHRB[2,15]
(12) PC[14] ⊕ PHRT[7:91:12] ⊕ PHRB[3,16]
(13) PC[15] ⊕ PHRT[8:92:12] ⊕ PHRB[4,17]
(14) PC[16] ⊕ PHRT[9:93:12] ⊕ PHRB[5,18]
(15) PC[17] ⊕ PHRT[10:94:12] ⊕ PHRB[6,19]
(16) PC[18] ⊕ PHRT[11:95:12] ⊕ PHRB[7,20]

In these tag functions, the expression PHRT[start:end:step]
denotes PHRT[start] ⊕ PHRT[start+step] ⊕ · · · ⊕ PHRT[end].
PHRB[x,y,z] denotes PHRB[x] ⊕ PHRB[y] ⊕ PHRB[z].

The PHT tag hash function on the P-cores of the Apple M3 and
M4 is given below:

(1) PC[2]
(2) PC[3]
(3) PC[4]
(4) PC[5]
(5) PC[7] ⊕ PHRT[0:112:8] ⊕ PHRB[0,9,18,27]
(6) PC[8] ⊕ PHRT[1:113:8] ⊕ PHRB[1,10,19]
(7) PC[9] ⊕ PHRT[2:114:8] ⊕ PHRB[2,11,20]
(8) PC[10] ⊕ PHRT[3:115:8] ⊕ PHRB[3,12,21]
(9) PC[11] ⊕ PHRT[4:116:8] ⊕ PHRB[4,13,22]
(10) PC[12] ⊕ PHRT[5:117:8] ⊕ PHRB[5,14,23,24]
(11) PC[13] ⊕ PHRT[6:118:8] ⊕ PHRB[6,15,16,25]
(12) PC[14] ⊕ PHRT[7:119:8] ⊕ PHRB[7,8,17,26]

F.2 E-cores
The PHT tag hash function on the E-cores of the Apple M1 is given
below:

(1) PC[2]
(2) PC[3]

(3) PC[4]
(4) PC[5]
(5) PC[6] ⊕ PHRT[0:48:12] ⊕ PHRB[6]
(6) PC[7] ⊕ PHRT[1:49:12] ⊕ PHRB[7]
(7) PC[8] ⊕ PHRT[2:50:12] ⊕ PHRB[8]
(8) PC[9] ⊕ PHRT[3:51:12] ⊕ PHRB[9]
(9) PC[10] ⊕ PHRT[4:52:12] ⊕ PHRB[10]
(10) PC[11] ⊕ PHRT[5:53:12] ⊕ PHRB[11,12]
(11) PC[12] ⊕ PHRT[6:54:12] ⊕ PHRB[0,13]
(12) PC[13] ⊕ PHRT[7:55:12] ⊕ PHRB[1,14]
(13) PC[14] ⊕ PHRT[8:56:12] ⊕ PHRB[2,15]
(14) PC[15] ⊕ PHRT[9:57:12] ⊕ PHRB[3]
(15) PC[16] ⊕ PHRT[10:58:12] ⊕ PHRB[4]
(16) PC[17] ⊕ PHRT[11:59:12] ⊕ PHRB[5]

The PHT tag hash function on the E-cores of the Apple M2, M3,
and M4 is given below:

(1) PC[2]
(2) PC[3]
(3) PC[4]
(4) PC[5]
(5) PC[7] ⊕ PHRT[0:48:12] ⊕ PHRB[6]
(6) PC[8] ⊕ PHRT[1:49:12] ⊕ PHRB[7]
(7) PC[9] ⊕ PHRT[2:50:12] ⊕ PHRB[8]
(8) PC[10] ⊕ PHRT[3:51:12] ⊕ PHRB[9]
(9) PC[11] ⊕ PHRT[4:52:12] ⊕ PHRB[10]
(10) PC[12] ⊕ PHRT[5:53:12] ⊕ PHRB[11,12]
(11) PC[13] ⊕ PHRT[6:54:12] ⊕ PHRB[0,13]
(12) PC[14] ⊕ PHRT[7:55:12] ⊕ PHRB[1,14]
(13) PC[15] ⊕ PHRT[8:56:12] ⊕ PHRB[2,15]
(14) PC[16] ⊕ PHRT[9:57:12] ⊕ PHRB[3]
(15) PC[17] ⊕ PHRT[10:58:12] ⊕ PHRB[4]
(16) PC[18] ⊕ PHRT[11:59:12] ⊕ PHRB[5]
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